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Introduction

* lllegal vs. unethical

* How do ethical problems arise?
* Pressure of time and budget
* Corruption — bribes, favoritism, wasta
* Gain, interest, and conflicts

 Why study Engineering Ethics?
* To increase the ability of engineers to responsibly confront moral issues raised
by technological activity.



Introduction

* Engineering is a profession. For an occupation to be a profession, it
should:
1. Require knowledge
2. Acts for the public good
3. Has an organization

* Engineering membership criteria:
* BSc degree in Engineering
* Doing what engineers do

» Registered as Professional Engineer (PE) often requires passing exams,
experience, and paying fees

e Acting morally
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|IEEE Code of Ethics

* |[EEE: Institute of Electrical and Electronic Engineers
* Largest global professional organization
Advancing Technology for Humanity

* |EEE Code of Ethics: We, the members of the |IEEE, in recognition of
the importance of our technologies in affecting the quality of life
throughout the world, and in accepting a personal obligation to our
profession, its members, and the communities we serve, do hereby
commit ourselves to the highest ethical and professional conduct
and agree:



I. To uphold the highest standards of integrity, responsible
behavior, and ethical conduct in professional activities.

1. to hold paramount, the safety, health, and welfare of the public, to
strive to comply with ethical design and sustainable development
practices, to protect the privacy of others, and to disclose promptly
factors that might endanger the public or the environment;

2. toimprove the understanding by individuals and society of the
capabilities and societal implications of conventional and emerging
technologies, including intelligent systems;

3. to avoid real or perceived conflicts of interest whenever possible, and
to disclose them to affected parties when they do exist;



I. To uphold the highest standards of integrity, responsible
behavior, and ethical conduct in professional activities.

4. to avoid unlawful conduct in professional activities, and to reject
bribery in all its forms;

5. to seek, accept, and offer honest criticism of technical work, to
acknowledge and correct errors, to be honest, and realistic in stating
claims or estimates based on available data, and to credit properly the
contributions of others;

6. to maintain and improve our technical competence and to undertake
technological tasks for others only if qualified by training or experience,
or after full disclosure of pertinent limitations;



Il. To treat all persons fairly and with respect, to avoid
harassment or discrimination, and to avoid injuring others.

7. to treat all persons fairly and with respect, and to not engage in
discrimination based on characteristics such as race, religion,
gender, disability, age, national origin, sexual orientation, gender
identity, or gender expression;

8. to not engage in harassment of any kind, including sexual
harassment or bullying behavior;

9. to avoid injuring others, their property, reputation, or employment
by false or malicious actions, rumors, or any other verbal or physical
abuses;
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lll. To strive to ensure this code is upheld by colleagues and
co-workers.

10. to support colleagues and co-workers in following this code of
ethics, to strive to ensure the code is upheld, and to not retaliate
against individuals reporting a violation.
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Principled Artificial Intelligence

Reference:

* Fjeld, J., Achten, N., Hilligoss, H., Nagy, A., & Srikumar, M. (2020).
Principled artificial intelligence: Mapping consensus in ethical and
rights-based approaches to principles for Al. Berkman Klein Center

Research Publication, (2020-1).

* The authors analyzed the contents of 36 prominent Al principles
documents, and in the process, discovered thematic trends that

suggest the earliest emergence of sectoral norms.
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Eight Key Themes of Principles
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1. Privacy

* Principles that Al systems should e Consent
respect individuals’ privacy, both e Control over Use of Data
in the use of data for the - . .
development of technological * Ability to Restrict Processing
systems and by providing impacted « Rjght to Rectification
people with agency over their data
and decisions made with it.

* Note: The General Data Protection
Regulation of the European Union  * Recommendation for Data
(GDPR) has been enormously Protection Laws
influential in establishing
safeguards for personal data
protection.

* Right to Erasure
* Privacy by Design



2. Accountability

* Principles concerning the importance of mechanisms to ensure that
accountability for the impacts of Al systems is appropriately
distributed, and that adequate remedies are provided.

Design (pre-deployment) | Monitoring (during Redress (after harm has
deployment) occurred)

Verifiability and Evaluation and Auditing Remedy for Automated
Replicability Requirements Decision
Impact Assessment Creation of a Monitoring  Liability and Legal

Body Responsibility
Environmental Ability to Appeal Recommends Adoption of

Responsibility New Regulations
26



3. Safety and Security

* Principles that express
requirements that Al systems be
safe, performing as intended,
and secure, resistant to being
compromised by unauthorized
parties.

 Safety and Reliability
* Security

 Security by Design

* Predictability

27



4. Transparency and Explainability

* Principles requiring that Al * Transparency
systems be designed and « Explainability
implemented to allow for . 4 Aleorith
oversight, including through Open-source Data and Algorithms
translation of their operations * Open Government Procurement
into intelligible outputs and the e Right to Information
provision of information about
where, when, and how they are
being used.

 Notification when Al Makes a
Decision about an Individual

* Notification when Interacting with
an Al

* Regular Reporting



5. Fairness and Non-discrimination

* With concerns about Al bias * Non-discrimination and the
already impacting individuals Prevention of Bias
globally, Fairness and Non- * Representative and High-quality
discrimination principles call for Data
Al systems to be designed and ,
used to maximize fairness and  ° Fairness
promote inclusivity. e Equality

* Inclusiveness in Impact
* Inclusiveness in Design



6. Human Control of Technology

* The principles requiring that
important decisions remain
subject to human review.

* Human Review of Automated
Decision

* Ability to Opt out of Automated
Decision

* Human Control of Technology
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7. Professional Responsibility

* These principles recognize the * Accuracy
vital role that individuals
involved in the development _ ,
and deployment of Al systems * Consideration of Long-term
play in the systems’ impacts and Effects
call on their professionalism * Multistakeholder Collaboration
and integrity in ensuring that the
appropriate stakeholders are
consulted, and long-term effects
are planned for.

e Responsible Design

 Scientific Integrity



8. Promotion of Human Values

* Principles stating that the ends
to which Al is devoted, and the
means by which it is
implemented, should
correspond with our core values
and generally promote
humanity’s well-being.

e Human Values and Human
Flourishing

e Access to Technology
* Leveraged to Benefit Society
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